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Executive Summary

Prepared by: eSolia Inc.

Date: 6 March 2026

Site: japanactivationcapital.com
Zone: Cloudflare Pro plan
Status: Complete

The japanactivationcapital.com site — like all public websites — is under constant automated attack.
Vulnerability scanners, credential harvesters, and bot networks probe the site continuously, looking for
exposed configuration files, WordPress installations, debug endpoints, and other attack surfaces. After
migrating to Cloudflare Workers (see migration report), real-time observability made the scale of this
traffic visible for the first time: hundreds of malicious requests per hour that were previously invisible
under Cloudflare Pages.

This report covers two actions we took in response:

1. Hardened the WAF with probe-blocking rules. We ported eSolia’s battle-tested ruleset to the JAC
zone, adding a second layer of defense on top of Cloudflare’s managed rulesets. Together, the two
layers stopped 679 probe requests in the first 6 hours — all of which previously reached the Worker

and consumed invocations.

2. Fixed a Binghot access issue we introduced. While tightening security, we discovered that a WAF
skip rule for search engine crawlers was too narrow, which contributed to Bingbot being challenged.
We broadened the rule, verified the fix in Workers logs, and confirmed that Bingbot now passes
through without any obstruction. Googlebot has never been affected — Google has indexed the site
without interruption throughout this entire process.
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Background

Cloudflare’s Default Protections

The JAC Cloudflare zone (Pro plan) includes managed rulesets that run automatically — Cloudflare’s
threat intelligence identifies and blocks known attack patterns, bot signatures, and malicious payloads
without any configuration. In the 6-hour sample after this deployment, the managed rulesets indepen-
dently blocked 338 requests. Extrapolated across a typical week, this is tens of thousands of blocked
probes. The custom rules described in this report are an additional layer on top of these defaults,
targeting patterns specific to the JAC site’s technology stack.

Google vs. Bing: A Stark Contrast

It is worth noting that Googlebot has had zero problems with the JAC site at any point — before, during,
and after the WAF changes. Google indexed the site immediately after the Workers migration, continued
indexing throughout the WAF hardening work, and was never blocked or challenged. Google Search
Console shows clean crawl data with no errors. This is the expected behavior for a properly configured
site.

Bingbot, by contrast, has a well-documented history of indexing interruptions that are difficult to diag-
nose. This is not unique to the JAC site — it is an industry-wide pattern. eSolia has experienced similar
Bing indexing problems on other client sites as well. The Cloudflare community forums have multiple
threads about it, and Microsoft’s own Q&A forums are full of webmasters reporting that Bing won’t index
their sites with vague error messages and no clear resolution path. One root cause identified in the
Cloudflare community: even when Bing’s own verification tool confirms a bot IP is legitimate, the reverse
DNS records sometimes don’t match what Cloudflare expects — a bug on Microsoft’s side that resolves
itself when Microsoft updates the PTR records.

The JAC site experienced Bing indexing problems on its previous host (Netlify) as well — that time with
zero server-side visibility into what was happening. The issue was eventually resolved only by escalating
directly to Microsoft. Their response when closing the ticket: they “can’t provide details” on what was
fixed.

The current issue — SBFM interfering with Bingbot despite Cloudflare’s documentation stating that
verified bots are exempt — is another instance of this pattern. Cloudflare’s own community tutorial on
SBFM acknowledges that “due to the high security threshold, false positives do sometimes happen.” The

fix (an explicit skip rule for cf.client.bot ) s straightforward, but the underlying fragility on Microsoft’s
side means Bing indexing could break again in the future for reasons entirely outside our control. We’'ll
continue to monitor via Bing Webmaster Tools and Workers observability logs.

Confidential/ #% — v20260311C | PDF/A-2b (ISO 19005-2) 5/27


https://developers.cloudflare.com/waf/managed-rules/
https://community.cloudflare.com/t/the-verified-bing-bot-has-been-incorrectly-blocked-by-bot-fight-mode/669372
https://community.cloudflare.com/t/bot-fight-mode-blocks-bingbot/711730
https://community.cloudflare.com/t/super-bot-fight-mode-started-to-block-legit-bing-bot-ips/522804
https://community.cloudflare.com/t/cloudflare-blocking-bingbot-crawl/608850
https://techcommunity.microsoft.com/discussions/bing/bing-wont-index-my-site-/4151797
https://techcommunity.microsoft.com/discussions/bing/bing-wont-index-my-site-/4151797
https://learn.microsoft.com/en-us/answers/questions/5581319/bing-not-indexing-pages-from-my-verified-website-e
https://community.cloudflare.com/t/bot-fight-mode-blocking-bing-bot/698265
https://developers.cloudflare.com/bots/plans/sbfm/
https://developers.cloudflare.com/bots/concepts/bot/#verified-bots
https://community.cloudflare.com/t/super-bot-fight-mode-what-to-know/376991
https://community.cloudflare.com/t/super-bot-fight-mode-what-to-know/376991
https://www.bing.com/webmasters/

\‘@ eSO Iia WAF Hardening Report: Bing Indexing Fix and Probe Blocking

Problems Identified

1. Bingbot Skip Rule Was Too Narrow
The existing rule used this expression:

(cf.client.bot and http.user_agent contains "bingbot")

This is problematic for two reasons:

Redundant: cf.client.bot s Cloudflare’s verified bot field —itis true only for bots confirmed via
reverse DNS lookup (Googlebot, Bingbot, Yandex, etc.). Adding a user-agent check on top of this is
unnecessary and can cause mismatches if Bing changes its user-agent string.

Too narrow: Only Bingbot was covered. Googlebot and other legitimate search crawlers were not
included in the skip rule, meaning they could be challenged or blocked by Super Bot Fight Mode
(SBFM).

The working rule on esolia.co.jp uses just (cf.client.bot) — no user-agent filter.

2. No SEO-Critical File Protection

There was no skip rule for /robots.txt 6 /sitemap.xml  or /favicon.ico . Ifany other firewall rule or
rate limit triggered, crawlers could be blocked from fetching the files they need for indexing.

A skip rule for /1lms.txt existed but did not cover the standard SEO files.

3. No Probe Blocking

The JAC zone had no rules blocking common vulnerability probes. The eSolia zone has been running
probe-blocking rules since mid-February, informed by real traffic observed in Workers logs. Without
these, every probe request reaches the Worker, consuming invocations and polluting logs.

4. Unused Rules

An “Allow Authenticated APIs” rule existed (checking for auth_token cookies on POST requests), but
the JAC site has no authenticated API endpoints. This rule served no purpose.
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Changes Made

The custom firewall ruleset was replaced with 8 rules in the following order. Rule order matters — skip
rules are placed early so they take effect before block rules.

Rule 1: Skip SBFM for Verified Bots

Expression: (cf.client.bot)
Action: Skip - http_request_sbfm
Logging: Enabled

Lets all Cloudflare-verified search bots (Bingbot, Googlebot, Yandex, etc.) bypass Super Bot Fight Mode.
This is the primary fix for the Bing indexing issue.

Rule 2: Allow SEO-Critical Files

Expression: (http.request.uri.path eq "/robots.txt") or
(http.request.uri.path eq "/sitemap.xml") or
(http.request.uri.path eq "/sitemap-index.xml") or
(http.request.uri.path eq "/favicon.ico") or
(http.request.uri.path eq "/llms.txt")

Action: Skip -» http_ratelimit, http_request_firewall_managed, http_request_sbfm
+ remaining custom rules

Logging: Enabled

Ensures crawlers can always fetch robots.txt and sitemaps regardless of any other rules. Also covers
[lms.txt (machine-readable site description for AI tools) and favicon.ico.

Rule 3: Geo-Block (Unchanged)

Expression: (ip.geoip.country in {"CN" "IR" "KP" "RU" "SY"})
Action: Managed challenge
Existing rule, unchanged. Presents a challenge to traffic from high-risk countries.

Rule 4: Block Probe Patterns Under API Paths (New)

Expression: starts_with(http.request.uri.path, "/api/") and
not (http.request.uri.path eq "/api/preview" or
http.request.uri.path eq "/api/exit-preview") and

((http.request.uri.path contains ".env") orx
(http.request.uri.path contains ".git") oz
(http.request.uri.path contains ".php") oz

. 20+ additional patterns)
Action: Block

Blocks vulnerability probes targeting /api/ paths while explicitly allowing the two legitimate Prismic

CMS preview endpoints ( /api/preview and /api/exit-preview ), Ported from the equivalent rule on
esolia.co.jp.

Confidential/ #% — v20260311C | PDF/A-2b (ISO 19005-2) 7/27


https://llmstxt.org/

\‘@ eso Iia WAF Hardening Report: Bing Indexing Fix and Probe Blocking

Rule 5: Allow Prismic Preview API Endpoints (Updated)

Expression: (http.host eq "japanactivationcapital.com" or
ends_with(http.host, ".japanactivationcapital.com")) and
(http.request.uri.path eq "/api/preview" ox
http.request.uri.path eq "/api/exit-preview")
Action: Skip - http_ratelimit, http_request_firewall_managed, http_request_sbfm
+ remaining custom rules
Logging: Enabled

Previously a generic “Allow API Endpoints” rule that skipped all /api/ paths. Narrowed to only the
two endpoints that actually exist. The ends_with pattern covers both the production domain and

staging.japanactivationcapital.com
Rule 6: Block Various Probes (New)

Expression: (http.request.uri.path contains ".php") ox
(http.request.uri.path contains "wp-admin") ox
(http.request.uri.path contains "wp-login") or
(http.request.uri.path contains ".env") or
(http.request.uri.path contains ".git/config") or

. 60+ additional patterns

Action: Block

Full probe-blocking rule ported from esolia.co.jp. Blocks requests for WordPress paths, PHP files, envi-
ronment files, credential files, debug endpoints, development tool paths, and other common scanner
targets. This is the same rule set that has been running on the eSolia zone since mid-February with no
false positives.

Full list of blocked patterns includes: -.php, wp-admin  wp-login,6 wp-content 6 wp-includes,
wp-json  wp-sitemap, wp-config,6 xmlrpc, .env, .aws/, .git/config, 6 .git-credentials,
.docker | .netrc, .npmrc, credentials.json, /actuator, /configprops,6 /artisan,
/_profiler , /_wdt 6 /_ignition, /_debugbar 6 /telescope, /horizon K /@vite, /.vite,
/webpack-dev-server | /.vscode, /__debug__  /server-status,6 /server-info 6 docker-compose
Dockerfile, /api/vl/namespaces 6 /autodiscover 6 /graphql,6 /__cve_probe,6 secrets.x*
sendgrid | phpinfo, aws-credentials 6 cgi-bin, ckeditor, ueditor , terraform,6 WEB-INF
heapdump , elmah.axd, master.key 6 debug/pprof, laravel-filemanager 6 finchat 6 /_next/,

env , env.txt env.prod, environment.ts 6 webpack.config vite.config 6 /ip.

Rule 7: Block Specified User Agents (Unchanged)
Expression: (http.user_agent contains "sqlmap") ozx
(http.user_agent contains "nikto") or

. additional scanner user agents, plus empty user-agent
Action: Block

Existing rule, unchanged. Blocks known vulnerability scanner user agents.
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Rule 8: Block AI Scraper Bots (Updated)

Expression: (http.request.uri.path ne "/robots.txt") and
(http.request.uri.path ne "/llms.txt") and
((http.user_agent contains "CCBot") or

(http.user_agent contains "Bytespider") ox
. additional AI training-only user agents)
Action: Block

Blocks bots used solely for AI model training — not search. GPTBot (OpenAl) and ClaudeBot (Anthropic)
were subsequently removed from this rule because they power Al search answers (ChatGPT, Claude).
Bots that remain blocked (CCBot, Google-Extended, Bytespider, etc.) are training-only crawlers that
don’t surface content in search results. Search engine crawlers (Bingbhot, Googlebot) are not listed here
and pass through normally.
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Rules Removed

“Allow Authenticated APIs” — This rule checked for auth_token cookies on POST requests to the JAC
domain. The JAC site is a read-only content presentation site with no authenticated API endpoints, no
forms that write data, and no user login. The rule had no effect and was removed.

“Allow AI access to llms.txt” — This standalone skip rule for /11lms.txt was merged into Rule 2 (Allow
SEO-Critical Files) for cleaner organization.

“Allow Bingbhot” — The overly narrow Bingbot-only skip rule was replaced by Rule 1, which covers all
verified bots.
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Staging Environment

The staging site at staging.japanactivationcapital.com is protected by Cloudflare Zero Trust Access

(login required). The WAF rules apply to it as well:

Rule 5 (Prismic preview) uses ends_with(http.host, ".japanactivationcapital.com") 5 so pre-

view functionality works on staging

Probe-blocking rules protect staging the same as production

The Zero Trust Access policy is a separate layer — it requires authentication before any content is
served, providing additional protection beyond the WAF
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Early Results

Within the first hour after deployment, the Cloudflare firewall event logs already showed the rules in
action. The following data covers the first 6 hours post-deployment (via Cloudflare GraphQL Analytics).

Firewall Actions Summary

Action Source Count
Block Custom rules (our probe blocks) 341
Block Managed ruleset (Cloudflare built-in) 338
Skip Custom rules (verified bots + SEO files) 123
Managed challenge Custom rules (geo-block) 83
Block Hot (Cloudflare threat intel) 10

679 probe requests blocked in 6 hours — all of these would have previously reached the Worker and
consumed invocations.

Probes Caught by Our Custom Rules

Path Count What it is
/autodiscover/ 3 Exchange/Outlook autodiscover
autodiscover.xml probe
/ .well-known/acme- 3 PHP injection attempt

challenge/plugins.php

/.tmb/plugins.php 3 PHP injection attempt
/wp-includes/*/ 9+ WordPress plugin probes
plugins.php (multiple variants)
/wp-content/themes/ 3 WordPress theme probe

plugins.php

Cloudflare’s managed ruleset independently caught WordPress wlwmanifest.xml probes across mul-
tiple path variants (12+ blocks). The two rulesets are complementary — our custom rules catch
application-specific patterns that the managed rules don’t, and vice versa.

Verified Bots Passing Through
The skip rules are working correctly — 123 verified bot requests (Googlebot, Bingbot, etc.) and SEO-
critical file requests passed through without being challenged or blocked.

Worker Invocation Logs
Cross-referencing with Workers observability telemetry, the requests reaching the Worker in the last

hour were clean: legitimate page views (/, /en/, /en/newsroom/ 6 /team/*), SvelteKit data fetches

(__data.json), and standard assets ( apple-touch-icon.png). No .php, .env  wp-admin 6 or other
probe paths appeared in the Worker logs after the rules took effect.
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Current Status

Google: fully operational. Googlebot continues to index the site without interruption. Google Search
Console shows clean crawl data with no errors — exactly as it has throughout the migration and WAF
hardening work. Google has never been affected by any of these changes.

Bingbot: access verified, indexing still stalled. We have confirmed via Workers observability logs
and WAF skip rule hits that Bingbot is now reaching the site without any obstruction. The WAF issue
on our side is resolved. However, Bing has not resumed indexing. This is particularly frustrating be-
cause Bing Webmaster Tools now reports zero errors — all previous issues flagged by Bing (duplicate
H1 tags, meta descriptions too short, missing descriptions, etc.) have been addressed and resolved.
Every diagnostic test in their UI passes, the site scan tool returns all-green results, and there are

no “cannot be indexed” warnings remaining. The site’s robots.txt and sitemap.xml are valid and
accessible. There is simply no technical reason on our side for the indexing failure. This is consistent
with the industry-wide Bing indexing problems described in the Background section — clean diag-
nostics, zero errors, yet no indexing. It seems improbable that a company the size of Microsoft would
ship a search engine with such fundamental reliability issues, but the evidence across the industry
is clear. Attempts to open a support ticket with Microsoft have been unsuccessful — their automated
support system loops through the same intake questions repeatedly without creating a ticket. This
matches the broader pattern of Bing support issues. We will continue to monitor and attempt to
escalate, but this is on Microsoft’s side, not ours.

Vulnerability scanner traffic is being blocked at the Cloudflare edge, as confirmed by the early
results above

No impact on legitimate visitors — all rules target bot traffic, probe paths, or scanner user agents
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email rick.cogley@esolia.co.jp
Web https://esolia.co.jp/en

Hours Monday-Friday, 9:00-18:00 JST
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Microsoft ®EIZ|E MEEMIFRETERWV] EWSEDTUT,

SO DOEE — Cloudflare D RF 21 XY R TIRIBIEEHFNY MMFBFEAINDZEINTVDRICENDD ST,
SBFM MY Bingbot ICF&HUTetE — BRIL/INY —>D—fHITY, Cloudflare BE® SBFM (B9 0=a1=
TA4Fa—hkJTZITH TeFa)TsBELNBVZH, RPN EET DIBENHD] EWHTVET,
1IE (cf.client.bot DEARMIZZF Y FIL—Ib) [FEBEHMTIH\ Microsoft BIDIREICH BARIBED . 5
BEUBH OHHEENDIEHT Bing D > 7w I 2hIET DA EEMEN G D £, Bing Webmaster Tools
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1. Bingbot 2Fw 7))L — )V DEEMIET T
BEEDI—IVIFATORZFERLTWE U e,

(cf.client.bot and http.user_agent contains "bingbot")

ChNITiF 2 DOBBENH D T,

JURR: cf.client.bot |F Cloudflare DBIEEMHNY bT 4 —JLRT, U/N=XDNS by o 7w FIck
DR INTRY b (Googlebot. Bingbot. Yandex %) M true ZRUET, D EicI—H—T—
VIV hOEREEBNTZDIIRETHD, Bing M1—H'—IT—I 1Y hXFINEEBUBEICR—
BNE U BrIREMED S D £,

EEIHYIRL: Bingbot DIHDIIRT Uz, Googlebot P ZDMDIERDRREIO—S—IEZXFy FIL—I
ICEENTH 59 Super Bot Fight Mode (SBFM) ITK D Fv LY IPTOY U %ZZIFD0I8EMNSH D £
U,

esolia.co.jp TIEEICHEEELTWBIL—)Lid (cf.client.bot) MHAFRALTHN, I—H—IT—I Tk
TaIT—lFHDEREF A

2.SEO BEE T 71 WDOREN D -

/robots.txt [ /sitemap.xml _ /favicon.ico [T BRFvVv I —ILAHBODEEATLU R, DT 70
ToA=I=IPL—rHRENEBSLES. JA—Z—D1 YTV IRREBR I 71 IOEEZ T
Ay o anNdagentd D R U,

/1lms.txt DRF W FIV—=IVIFEELU X UTeh ZEEMRZSECO 771 IIEH/IN—LTWEFEBATUT,

3. 7A—-77Aavohizh o1

JAC V=Y ICIE—mMMNREHEE O -T2 7Oy o3I —IhiHDEFATULR, eSolia V—> T
Workers O CERAISNIERO RS T o v U ICEDW e O—J70vo)l—)L%& 2 BRANSERLT
WET, NSO —ILARZIFNIE. IRTOFO—TU I A Worker ICEBEZE L. O LRI AEEE
LCAadEBRULED,
4. RERDIL =)

[Allow Authenticated APIs (FBEEEH API MEFA]) ] JL—J)L (POST J O IR~ auth_token Cookie %=

:R) MNEELE UIeHN JAC Y+ MTIFEREERH API T RiK—1 Y b2\ esh, CTDIL— )L IdHEEE LT
WEHEATUT
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%Eb cZ®E

ARAILT7AT A==y FZUTD 8 IIL—IVICEESHEA T Ufc, I—ILDIERIZEZTY, X
FYTN—=IEETRY IIL—ILXDRICERE L. KIFHESNDLSICLTVWET,

=) 1: REEEH Ry hD SBFM 2+ 7

= (cf.client.bot)
7UO¥3Y: AFw T > http_request_sbfm
as: L=p

Cloudflare A“REE L e T RN T D&MW ~ (Bingbot. Googlebot. Yandex %) h' Super Bot Fight Mode %
INAINRATEDBLSICULET, N Bing 1> 7TV I ABBOEERREIETT,

Jb—Jb 2: SEO EE T 7 1 VDA

= (http.request.uri.path eq "/robots.txt") or
(http.request.uri.path eq "/sitemap.xml") ox
(http.request.uri.path eq "/sitemap-index.xml") or
(http.request.uri.path eq "/favicon.ico") or
(http.request.uri.path eq "/llms.txt")

7O¥3Y: AFvF » http_ratelimit, http_request_firewall_managed,
http_request_sbfm + EDDHRAYLIL—IL

ag: Bz

DI —IVICBEFEZ L, Ja—F—HEIC robots.txt PH A YW TERNEBTEDCEARIFUET,
llms.txt (ALY —)V@E T OmEI5 S MEEE) & favicon.ico HA/N—UE 9,

W= 3: BT Ay Y (ZEERKRL)

(ip.geoip.country in $"CN" "IR" "KP" "RU" "SY"})
o3> XR—IRFvL VY

N

BEOIN—INTEERZ L, M RAVENSDR I T4 v IICF v LY IZRBRUET,
W= 4: API KRB TFTOTA-TIN =070y I (i)

: starts_with(http.request.uri.path, "/api/") and

not (http.request.uri.path eq "/api/preview" or
http.request.uri.path eq "/api/exit-preview") and
((http.request.uri.path contains ".env") or
(http.request.uri.path contains ".git") or
(http.request.uri.path contains ".php") or
. 20l EDEMINY—2)
rFovay: JOvY

/api/ JISRAEBSHEFETO—TZTH YT LDD 2 DDEHRD PrismicCMS 7LE2A—I Y RIRA > b+

( /api/preview & /api/exit-preview ) 7ZBRRMIICEFE] U E T, esolia.co.jp DEAZFIN—ILHSHEIEL F
UTeo
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WAF 5216 L iR — ki Bing 1 > 7y O RABEOEEE TO—-T7AY U

JV—=JU 5: Prismic 7L E'a— API T Rik1 > FDOEFA] (E#)
= (http.host eq "japanactivationcapital.com" or
ends_with(http.host, ".japanactivationcapital.com")) and
(http.request.uri.path eq "/api/preview" or
http.request.uri.path eq "/api/exit-preview")

2Fw T » http_ratelimit, http_request_firewall_managed,

http_request_sbfm + %DDARY LI —I
as: B

ror3Yv:

HHEIGEIANTO /api/ )IXR7ZZF W F9 2 NEAN%G TAllow API Endpoints] JL—JLTUTeh, ER
IKEETD2DODIYRRAYMOHICKRDF U, ends_with )XH =2 (CKD, KBERX AV E
staging.japanactivationcapital.com OEAEEH/\—UF T,

=lbe:FBTO-TDT7OvY (Gif)

= (http.request.uri.path contains ".php") or
(http.request.uri.path contains "wp-admin") ozx
(http.request.uri.path contains "wp-login") ox
(http.request.uri.path contains ".env") ozx

(http.request.uri.path contains ".git/config") oz
. 60l EDEM/INY —>
Fovayv: JAvY

esolia.co.jph5BELIETO—-T70OY 2)L—ILT9, WordPress /N, PHP 7 7 1)L IRIBT7 7 1)L,
SHEHR 7 7). TIVYIIY RIRA Y b BEEY =R BEDZF v F—1EWNZTAY U LET, eSolia
V=T 2 ARG 5ERLTED. BEfliEHD £ A,

JOvoxwggOINY —>—8: .php, wp-admin

wp-login , wp-content [ wp-includes
wp-json . wp-sitemap ., wp-config _ xmlrpc ., .env

. .aws/ _ .git/config  .git-credentials
.docker . .netrc_ .npmrc_ credentials.json_ /actuator

/configprops . /artisan
/telescope . /horizon _  /@vite [ /.vite
/webpack-dev-server /.vscode /__debug__ /server-status /server-info docker-compose

Dockerfile . /api/vl/namespaces , /autodiscover

/_profiler . /_wdt _ /_ignition _ /_debugbar _

/graphql . /__cve_probe , secrets.x

sendgrid . phpinfo . aws-credentials, cgi-bin _ ckeditor . ueditor , terraform _ WEB-INF

heapdump . elmah.axd . master.key , debug/pprof laravel-filemanager , finchat _ /_next/ .

__env_ env.txt_ env.prod, environment.ts _  webpack.config _ vite.config _ /ip,

V=7 HE1-Y—-I—-IzrrDTAYVY (BEELEL)

= (http.user_agent contains "sqlmap") or
(http.user_agent contains "nikto") or

. FOMDRFYF—A-—Y-I-IT>V b BLOCEQI-—HP-I-IT>hH
rFovay: JOvY

BEOIN—ITEERZ L, BHNORBEZF v F—01—F—I Iz rETOVvIULET

Confidential/ #% — v20260311C | PDF/A-2b (ISO 19005-2) 21/27



\‘@ eSolia WAF 28(6 L R— k: Bing ¥ ¥ 7w U ABBEOBEE FO—T 70 &

W=V 8:AI 2RV L A=Ky hDTAY Y (B

= (http.request.uri.path ne "/robots.txt") and
(http.request.uri.path ne "/llms.txt") and
((http.user_agent contains "CCBot") or
(http.user_agent contains "Bytespider") or
. ZFOMO AT EFFEHAI-—Y-I-ITVhH)
rFovay: JOvY

Al ETIIEBEADRY b&ETOY Y UEY, GPTBot (OpenAl) & ClaudeBot (Anthropic) (& Al #R52MD
[E1Z (ChatGPT. Claude) TOAYFTYWVARMRIDH. COIN—ILhSHEALE Uz, SIEHKRETAY Y
XFE&RDR Y k (CCBot. Google-Extended. Bytespider %) (. MEERICO VTV VERT URWEEE
BoA—>—TY, 8RI>I YU MO—5— (Bingbot. Googlebot) I CICERREH INTHE 59, BEEDIE
BUET,
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F'Allow Authenticated APIs (FREEiEH API DEFRI) ] —JAC R XA ADPOST U T X KT auth_token
Cookie 2RI DI —Ibo JAC U1 MMIFZANODEROIOY TV VEEY 1 N THD. RELFH API TV R
IRAY M T—HEZIARTA4—L,. A—F—OT1VIEHD FH A BEEELTWEN > T fcHEIBR UE U,

FAllow AI access to llms.txt (AI @D Ums.txt 77 RAFFA) 1 — /1lms.txt QB8 F v FIL—)b, BIE
DfeHIV—IL 2 (SEOEET 7 1IVDEFR]) ITHEULE U,

lAllow Bingbot (Bingbot MEFAI)1 — &FEDHE\L) Bingbot ERRF v FIV—Ib, TRTORIEEHRY b
BAN—FTBI—IL 1 ICESTHEIFE U,
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AT—=I VIR
staging.japanactivationcapital.com MR F—3 > T Y ki3 Cloudflare Zero Trust Access TiRES
NTWEY (AT1YHIE). WAF L—IVIZRT—Y Y JIcHBAINET,

J—)U'5 (Prismic L Ea2—) (& ends_with(http.host, ".japanactivationcapital.com") %{&
FALTWBTcH, AT—I VI TETFLE I —BENEMELET

TH—T77AY I —IVR3EBERARICRAT I VI ZRELXT

Zero Trust Access IR ¥ —I3RIL AV —& UTHBEL. O> 7> VEERIICREIZEKT D126, WAF
TEBATCENMOREZRELXT
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DR

FT7O1% 1 EBEMUARIC. Cloudflare DT 74 704 —IbARY AT TIL—IUHEERE LT WD C & =R
LE U, UTRTFTTOCERID 6 BFEREIDT—4T9 (Cloudflare GraphQL Analytics #2H) .

T7AT70x—=I7 0 aYDEE

7ovay V=2 G5
Jawv o AZRS L= (FA-=T70Ov D) 341
Javy N7Z—=Y R)—=Jbtv & (Cloudflare #HdAd) 338
2FvT ARG L=V (BEEEHRY k+SEO 7 7J)L) 123
NZ—YRFvLVY AZZ LI =)L MIETAY D) 83
JOvy Hot (Cloudflare ZEl>TJY T>R) 10

6 BT 679 D TA—TVIIRANETAYY LE U, CNBIEFTARTLHEIE Worker ITEBZEL. D
HUEIEZEBEE L TWebD T,

ARSI L= TEREShTA-7

I8 R [SE
/autodiscover/ 3 Exchange/Outlook BEif&H O —
autodiscover.xml -7
/.well-known/acme- 3 PHP >y xz o3 >vildT

challenge/plugins.php

/.tmb/plugins.php 3 PHP 1 >y o a3 vilfT
/wp-includes/*/ 9+ WordPress 7> 41> O0—7
plugins.php (BHUY —>)
/wp-content/themes/ 3 WordPress —< 70—

plugins.php

Cloudflare DY % —Y RJ)L—J)btzv b Id WordPress @ wlwmanifest.xml O—J%EBEO/IC /Y —>
TN LUTTAY I LFE U A2EUUE) 22D —IbtzwY MMEIHEEETHICEE UTWE T, H AT LI —
WRYZ—=IY R —IDBEELUEWF U= 3 VY EBO/INY —V&EBH U, ZOMEEKRTT,

REEBHTY S OEBHEED

Z2F Y FI—=IVIFEEICHEE L TWET, 123 HFORIEEHRY )T X~ (Googlebot, Bingbot %) &
SEOEZT7AMIADIIIZA MY, FrLrIPTOVIZZFTICEBLE U,

Worker IEUH LO Y

Workers Z 7 —=/I\EU T DT LA KNI TF—HLBETD & BT 1 BFEIC Worker ICEELTZU VTR
MIITARTEHEZHEDTUR, R—YEa— (/. /en/, /en/newsroom/ /team/* ), SvelteKit DT —
~J7xTwF (__data.json), 12X 7w k (apple-touch-icon.png) D, JL—ILERAEIE -php
. wp-admin 7ZEDFA—T/CZIE Worker OF ICERFESINTVLWEE A,

.env
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IREDIRR
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O WAF s8{b/E3£7%28 U T, Google lF—EHFELEZITTWEHEA,
Bingbot: 7 7 R IZRELEEFEH. 1 > 7T I AR Workers 7 75 —/\EU T O & WAF X+
TI—=IbDEw REEERITEK D, Bingbot WHER YA MIT I ERALTWDCE &R ULE U, HE
D WAF IR 2BEBIEEREHTY, UH U, Bingld1 > T v IREBRELULTVWE B A, FICRAER
ZDIE. Bing Webmaster Tools TS —HWEOICHE>TWD I ETY, Bing WARIHER L TWIART
OB (BEITDHLY I XIT 4 20T 3> ONFEAR. SRPOESE) IFWUWEHTT, UL &
DINRTDEMTAMIERE. A RAFv Y —=)VIgIARTIT)—> (BERL) ZRU.T1>T v
ARA | DEEBEZ>TWERA, robots.txt & sitemap.xml [FHEMTT I RBIEETT, HAHAIIC
ATV O 2ZEMOFEMMNERIEH D F A, CNIE TEE] €023 Y THIBURERSMED Bing 1
VT ORABBEERIU/INY =TT, e —>, IT5—EFEA. IKeEmhbhsdrrTvoRINn
BV TY, Microsoft (FE DREDBEN CNIFEBEANREBEOBBEZIAZ CRRI Y Y V&8
BULTWERZZICKWTIN ERLEXDIET Y XUIBEA T, Microsoft N\OYR— K~ F4 v MME
Bz AHE Ueh BEIYR— c Y AFTANEICEBERDIRUVII—TITBREIFTTFT Y MAMEREINE
Bho CNIFLDILEER Bing UR— hOEEE—HTD/INY—>TY, 5ITMEBER/RET AL -3
VEREHERITH. CNIF Microsoft AINBIETH D, HHDEETIFHD TFEA.
REERAF v F—DEST v FLEOVEER THEIRINED. Cloudflare Ty TJ7AY I &
NTWxEy
EROBBBADRERL — IRTOIN—=IVIFHRY S STy o, PO—TINR, £l@FAFvF—D
A—HY—I—I TV rEFRELTVWET
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