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A plain-language guide to email authentication: SPF, DKIM, and DMARC — and what breaks when they
are missing.

The Call You Never Made

Your company’s name appears in someone’s inbox. The sender address looks legitimate. The subject
line says there’s a voicemail waiting. The recipient clicks, enters credentials, and hands an attacker the
keys to their account.

Nobody at your company sent that email. Your domain was used without your permission — and without
the right protections in place, there was nothing to stop it.

This guide explains how attackers exploit unprotected email domains, what the technical defenses do,
and what happens when those defenses work as intended. Real-world attack patterns show the differ-
ence protection makes.
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How Email Was Desighed — and Why That’s a Problem

Email was invented in the 1970s for a small network of trusted researchers. The original design has a
fundamental flaw that was never fixed: anyone can claim to be anyone.

When you send an email, the “From” address is just a label. Nothing in the original protocol requires
proof that the sender controls that domain. It’s like sending a letter with any return address you choose
— the postal system has no way to verify it’s real.

This is why attackers can send email that appears to come from yourcompany.com, yourbank.com 6 or
even government agencies. The address in the recipient’s inbox is a claim, not a verified identity.

Three technologies were developed to fix this: SPF, DKIM, and DMARC. Together, they create a chain of
proof that ties email to the domain it claims to come from.
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The Attack Surface: What Happens Without Protection

Attackers have three main approaches when a domain has no protections.

Scenario 1: Direct Domain Spoofing

An attacker sends email claiming to be from you@yourcompany.com , Without SPF or DKIM, receiving mail
servers have no basis to reject it. The email lands in the recipient’s inbox looking completely legitimate.

Attacker's Server ) ) Recipient's NP . Li?ic;l](zte
Anywhere on the [ Claims From: Mail | No SPF, DKIM, or DMARC to -l p gitim
T — you@yourcompany.com check Inbox butis

Server fraudulent

Direct Domain Spoofing Diagram

An unprotected domain opens the door to executive impersonation for wire-transfer fraud, credential
harvesting through fake login pages, and malware disguised as internal IT attachments.

Scenario 2: Lookalike Domain Attack

The attacker registers a domain that resembles yours: yourcompany-jp.com, yourcompny.com  orusing
Unicode characters that look identical to Latin letters. They set up proper SPF and DKIM on their domain,
so email passes authentication — it just authenticates to the wrong domain.

Scenario 3: Third-Party Service Abuse

Attackers frequently use legitimate, reputable email delivery services — such as major cloud providers’
bulk mail platforms — to send phishing email. Because these services have strong IP reputations, the
messages bypass IP-based spam filters easily.

A common variant is vishing (voice phishing): an email formatted as a missed-voicemail notification,
designed to create urgency and prompt the recipient to click a link to “retrieve their message.” The
familiar format lowers suspicion. The link leads to a credential-harvesting page.

The authentication headers in this kind of attack tell the story clearly:

Check Result Explanation

SPF Pass The cloud service is an authorized
sender — but for its own domain,
not the claimed domain

DKIM Pass The cloud service signed the
message — with its own key, not
the claimed domain’s

DMARC Fail » Reject Neither SPF nor DKIM aligned

with the From: domain

When DMARC is configured with a reject policy, this attack fails before reaching the recipient. Without
DMARGC, it delivers cleanly.

Confidential/ #% — v20260309C | PDF/A-2b (ISO 19005-2) 5/51



\‘@ eSO I 1a Email Security Under Attack: What Hackers Exploit, and How to Stop Them

The Three Defenses Explained

SPF: Authorized Senders
SPF (Sender Policy Framework) is a DNS record that answers the question: “Which mail servers are
allowed to send email for this domain?”

When a receiving server gets an email from yourcompany.com it looks up the SPF record in DNS and
checks whether the sending server’s IP address is on the approved list.

Email arrives claiming
From: yourcompany.com

\ 4

Receiving server looks

up
SPF record in DNS

Is the sending
1P
authorized?

Yes No
SPF Pass SPF Fail
\ 4 \ 4
Mark for policy

Continue to DKIM check .
action

SPF Check Flow Diagram
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SPF’s limitation: It checks the envelope sender — the technical routing address — not the visible
“From” address in the email client. An attacker can pass SPF with their own sending infrastructure while
displaying your domain in the From field. SPF alone is not enough.

Example SPF record:

v=spfl include:amazonses.com include:protection.outlook.com -all

This says: “Only these authorized services may send for this domain. Reject everything else.”

DKIM: Tamper-Proof Signatures

DKIM (DomainKeys Identified Mail) works differently from SPF. Instead of checking where the email
came from, it checks whether the email was signed by the domain it claims to represent —and whether
that signature is still intact.

The domain owner generates a cryptographic key pair: a private key used to sign outgoing email, and
a public key published in DNS. When a receiving server gets the email, it retrieves the public key and
verifies the signature.
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Sending Side

Your mail server
signs with private
key

A

Signed email
with DKIM header

o

. |
RECEeHVH

ViRg
Sid'e Your DNS
Receiving server Public key published
finds DKIM at
signature selector._domainkey.yourcompany.com

Looks up public
key
in DNS

Signature
verifies?

Yes No
DKIM Pass qu':;i'l
Authentic and unmodified g r
altered

DKIM Verification Flow Diagram

DKIM proves two things: the email was sent by someone with access to the private key, and the message
body has not been modified in transit.

DKIM’s limitation: Passing DKIM only means the signing domain is verified — which might be a third-
party delivery service rather than yourcompany.com  This is the gap that DMARC closes.

DMARC: Alignment, Policy, and Reporting
DMARC (Domain-based Message Authentication, Reporting, and Conformance) solves the limitations of
SPF and DKIM by adding two critical requirements:

1. Alighment — At least one of SPF or DKIM must authenticate a domain that matches the visible
From: address. Not just any domain — that specific domain.

2. Policy — The domain owner declares what to do with email that fails: none (monitor only),
quarantine (send to spam), or reject (block entirely).
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This is why third-party service abuse fails when DMARC is configured correctly. The cloud provider passes

SPF and DKIM — but for their own domain, not yours. DMARC alignment check fails. The reject policy
is enforced.
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Email claims From:

yourcompany.com
A 4
SPF Check DKIM Check
IP Signature
authorized? valid?
/ 7N !
No No  Yes Yes
Both
failed? DMARC Pass
Yes
\ 4
DMARC Policy? Deliver
normally

none qguarantine reject
v v v
Deliver + Block
log Send to spam entirely

DMARC Alignment Check Diagram
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DMARC also enables reporting. Receiving mail servers send aggregate reports back to the domain
owner — showing every email that passed or failed DMARC, which servers sent it, and from which IP

addresses. This is how a domain owner can see spoofing attempts even when the reject policy stops
them from reaching anyone.
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The DMARC Reporting Loop

When email fails DMARC and gets rejected, the domain owner — the organization whose name was
spoofed — does not automatically know it happened. The email is silently blocked at the receiving end.

The mechanism for visibility is DMARC aggregate reports (RUA). Receiving mail servers — Google,
Microsoft, and others — compile daily summaries of all email they received claiming to be from your
domain, including pass/fail results, and send those reports to an address specified in your DMARC record.

Spoofing Attempt

Recipient's mail server
rejects it per DMARC
policy

Attacker sends spoofed
email

24 /IClI«

4-48hott

later

Visibility: spoofing
attempt

IP source, volume,
outcome

Mail server compiles Report sent to Your team receives
aggregate DMARC report RUA address in your DNS report

DMARC Reporting Loop Diagram

Without RUA configured: The domain owner never knows spoofing attempts are happening.

With RUA monitoring: Reports arrive daily and are parsed automatically. A new IP source appearing in
reports, or a spike in DMARC failures, is a visible signal that active spoofing is underway.

These reports cover a date range and arrive after the fact — typically 24 to 48 hours after the period
they cover. They are an audit trail, not a real-time alert. Real-time alerting requires a separate monitoring
layer on top.
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TLS Reporting: The Other Report Stream

Alongside DMARC aggregate reports, Periodic collects a second type: TLS-RPT reports (defined in RFC
8460). Where DMARC reports cover authentication — who is claiming to send as your domain — TLS-
RPT reports cover encryption: whether mail servers delivering to your domain can establish a secure TLS
connection successfully.

When a sending mail server attempts delivery to your domain and encounters a TLS problem — a certifi-
cate mismatch, a failed DANE validation, an MTA-STS policy violation, or a downgrade to unencrypted
delivery — it logs the failure and sends a report to the address published in your _smtp._tls DNS record.
Periodic collects and parses these.

A healthy domain shows near-zero TLS failures. When failures do appear, they fall into a few categories:

Certificate issues. The mail server’s TLS certificate doesn’t match what’s expected — expired, wrong
domain, or signed by an untrusted authority. If this appears on your own receiving infrastructure, it needs
fixing. If it appears on third-party infrastructure delivering to you, it’s their problem, but worth flagging
to the sender.

DANE validation failures. If your domain publishes TLSA records (DANE), sending servers check that the
certificate presented during delivery matches the hash in DNS. A mismatch — from a certificate renewal
that wasn’t reflected in DNS, for example — blocks delivery from DANE-validating senders. This is one
of the most operationally important things TLS-RPT catches, because DANE failures are silent from the
sender’s perspective without reporting.

Policy failures. If your domain has an MTA-STS policy published, senders enforcing that policy will refuse
to deliver over a connection that doesn’t meet it. TLS-RPT shows when and where those enforcements
are triggering.

DMARC protects your domain’s identity — stopping spoofing. TLS-RPT protects your domain’s mail
channel — ensuring email in transit is encrypted and authenticated at the transport layer. Both arrive as
daily reports that Periodic parses into a readable summary.
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DANE and DNSSEC: Transport-Layer Hardening

DANE: Not for Most Organizations

DANE (DNS-based Authentication of Named Entities) lets a domain publish the hash of its mail server’s
TLS certificate directly in DNS as a TLSA record. When a DANE-validating sender delivers email, it checks
that the certificate the server presents matches the hash on record — a hard cryptographic binding that
goes beyond trusting any certificate signed by any commercial Certificate Authority.

It sounds compelling. For most organizations, it is not the right tool.

The reason is straightforward: DANE requires you to control the certificate on your mail server. If your
inbound mail runs on Microsoft 365 or Google Workspace — which is true for the overwhelming majority
of organizations — you do not control those certificates. Microsoft and Google manage them on shared
infrastructure and rotate them without notice. Publishing a TLSA hash for a certificate you don’t control
means the hash will go stale on the next rotation, and DANE-validating senders will fail to deliver to you.
The cure becomes the problem.

Microsoft 365 or Google

Shared infrastructure
Certificates managed by : Do not publish DANE
Microsoft/Google Mismatch —, Use MTA-STS instead
Rotated without notice

DANE requirement

You must control
the certificate lifecycle
to publish an accurate

TLSA hash

Own mail server

You control the
certificate
You manage renewals
You update TLSA records

DANE is
Match —» appropriate
Requires DNSSEC

DANE Applicability Decision Diagram

DANE is appropriate when an organization runs its own mail server infrastructure — an on-premises
MX, or a hosted MX where they manage the certificate directly. That scenario applies to a small fraction
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of organizations today, predominantly in sectors with the most stringent security requirements: govern-
ment, academic institutions, financial infrastructure, and security-conscious technology companies.

For everyone on M365 or Google Workspace, MTA-STS is the right mechanism for enforcing inbound
TLS. It publishes a policy file over HTTPS stating that your domain requires TLS for delivery, and senders
enforcing MTA-STS will refuse to deliver over an unencrypted connection. No certificate hash pinning
required.

DNSSEC: Protecting the DNS Records Themselves

Every email authentication mechanism described in this guide — SPF, DKIM, DMARC, TLS-RPT, MTA-STS,
and DANE if applicable — is published as DNS records. That creates a dependency: if those records can
be tampered with in transit, the protections they provide can be undermined.

DNSSEC addresses this directly. It adds cryptographic signatures to DNS records, so that resolvers can
verify a record is authentic and has not been modified between the authoritative server and the query.
Without DNSSEC, an attacker capable of DNS cache poisoning or a BGP route hijack could theoretically
serve forged DNS responses — replacing your SPF record to authorize their own servers, or substituting

a none DMARC policy for your reject one.

With DNSSEC

Record is

: Resolver verifies Vet CUEniE
DNS query for Response includes ianat
query cryptographic o SHIEIE .
yourcompany.com SPF signature against published public
key — ) Query
Invalid ——» rejected
Without DNSSEC
Response from No way to verify Attacker could serve
DNS query for .
cache or record is forged SPF, DMARC, or
HRIEEI FEIRERIm SIPP resolver authentic TLSA

DNSSEC Comparison Diagram

For email security specifically, DNSSEC matters on two levels. For all domains, it protects SPF, DKIM
selector, and DMARC records from being forged. For domains publishing DANE, it is a hard prerequisite —
DANE validators will not act on TLSA records from an unsigned zone, because an unsigned TLSA record
offers no stronger guarantee than the records it is trying to replace.

Operational considerations. DNSSEC requires support from both the DNS registrar (to publish DS
records to the parent zone) and the DNS provider (to sign zone records). For .co.jp domains through

registrars like JPDirect, this is supported. For .com and most other TLDs, registrar support is now
widespread. The operational complexity is real: DNSSEC key rollovers require careful timing, and a
misconfigured DNSSEC deployment can make an entire domain unreachable rather than just degraded.
Monitoring tools — including Periodic — watch for DNSSEC validation errors as part of DNS health checks.

DNSSEC is worth enabling for any domain where email authentication records are critical assets. It does
not replace SPF, DKIM, or DMARC — it protects them.
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Reading the Numbers: What a 1% Failure Rate Means

A well-configured domain monitored in Periodic typically shows a pass rate of 99-100%. Whether the
remaining 1% warrants action depends entirely on which emails are failing.

Looking at the source IP of each failure row separates them into three distinct categories.

Legitimate but misconfigured senders. A SaaS platform that someone connected to your domain
without updating the SPF record or configuring DKIM signing. The range of tools that send email on
behalf of a company domain is wider than most IT teams realize. Business card scanning and contact
management services like Sansan send connection notifications and meeting requests. CRM and sales
platforms like Salesforce send deal updates, automated follow-ups, and customer-facing emails. Inter-
nal business systems — such as eSolia PROdb for operations management, or SecureNavi for security
training and compliance workflows — send notifications, reports, and reminders to staff. Each of these
platforms sends from its own mail infrastructure, and unless your SPF record lists them or DKIM signing
is configured on the platform, every email they send will fail DMARC alignment. These failures show up
as recognizable commercial IP ranges in the report. They represent a configuration gap, not an attack —
but they underscore why maintaining a current sender inventory matters.

Forwarding. When email is forwarded through a third-party system — an alumni address, a partner’s
mail relay, a personal catch-all — SPF breaks because the forwarding server’s IP is not on the authorized
list. DKIM usually survives forwarding intact, so these often still pass DMARC overall through DKIM
alignment. If they appear as full failures, the forwarding service is likely stripping DKIM signatures as
well. Forwarding-related failures are common and generally harmless, but worth understanding so they
don’t obscure real signals.

Spoofing attempts. Failures from unfamiliar IP ranges — cloud infrastructure, known spam networks,

residential proxies — indicate someone tried to send email claiming to be your domain. With a reject
policy in place, none of those emails reached anyone. From a security perspective, this is the system
working correctly. From an audit perspective, each instance is logged evidence of an attempted attack
on your domain’s identity.
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DMARC failure in RUA
report

\ 4

Look up source
IP

Recognized
commercial IP?

Yes

Misconfigured legitimate

Update SPF or add DKIM

Forwarding

sender infrastructure?

Yes No
Forwarding break Spoofing attempt
Monitor, usually Blocked — log and
harmless retain

DMARC Failure Triage Diagram

When a third-party platform is correctly configured, two things are in place before a single email is sent:
the platform’s sending IPs are listed in the domain’s SPF record, or the platform is configured to sign
outgoing email with a DKIM key tied to your domain. Either path produces DMARC alignment.
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One-—time
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mre

configuration

Add Salesforce
IPs
to SPF record

Or: configure DKIM
signing on
Salesforce

using your domain

key

Ern Yaont hy
| =

1
A SCTrt oy

Salesforce

Salesforce sends
from: yourcompany.com

y

Recipient mail server

SPF: Salesforce
IP

is in authorized
list

Or: DKIM signature
aligns to yourcompany.com

DMARC: alignhment passes
Policy: deliver normally

Third-Party Platform Configuration Diagram
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Without either step, Salesforce’s IPs are not authorized, its DKIM signature aligns to salesforce.com
not your domain, and DMARC fails. The email either lands in spam or is rejected outright — silently, from
the sender’s perspective.

The right starting point is a sender inventory: a maintained list of every platform authorized to send email
using your domain, with confirmation that each one is correctly listed in SPF or has DKIM signing active.
This is not a one-time exercise. Staff add tools, vendors change their sending infrastructure, and mar-
keting campaigns spin up new platforms. An inventory reviewed quarterly — and cross-checked against
what Periodic sees in the RUA reports — is the difference between a configuration gap that gets caught
early and one that quietly causes delivery failures for months. If any team in your organization starts
using a new third-party application that sends email on your behalf, contact eSolia before it goes
live. Adding the service to SPF or configuring DKIM signing takes minutes; diagnosing why legitimate
email is failing DMARC weeks later does not.

The one scenario that warrants immediate attention: a recognized legitimate sending service appearing
in the failure rows that your team didn’t know was configured. This means someone in the organization
connected a new tool to your domain — a marketing campaign, a new helpdesk, an automated notifica-
tion system — without going through the proper configuration process. The service is sending real email,
that email is failing DMARC, and depending on the recipient’s mail server, some of it may be getting
quarantined or rejected. Track down which tool, notify eSolia to get it authorized, and put controls in
place to prevent undocumented sender additions in future.
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Real-World Attack Patterns and How Protection Stops Each One

Pattern 1: Executive Impersonation (BEC)
Without protection: An attacker sends email appearing to be from your CFO, instructing finance staff to
wire funds. The address is identical to the real CFO’s. The email delivers and looks authentic.

With DMARC reject: The receiving server checks alignment. The attacker’s sending infrastructure is not
authorized by the CFO domain’s DMARC policy. Email blocked before delivery.

Pattern 2: Vishing — Fake Voicemail Notification

The attack: An attacker uses a reputable cloud email platform to send a “missed voicemail” phishing
email, with a subject line such as “Caller left VM — 3:45 sec duration.” The format is immediately familiar,
creates a sense of urgency, and prompts the recipient to click a link to retrieve the supposed message.
The cloud platform passes SPF and DKIM for its own domain. Without DMARC, the email delivers cleanly
under the spoofed company name.

With DMARC reject: DMARC alighment fails — SPF and DKIM authenticated the delivery platform, not
the claimed sender domain. The email is rejected before it reaches the recipient.

Rejection as evidence: When a reject policy fires, the receiving server typically generates a Non-
Delivery Report (NDR) back toward the apparent envelope sender. If the attacker used the victim
organization’s address as the return path, that NDR lands in their inbox — inadvertently revealing that
spoofing was attempted, even though it failed. The failed attack becomes its own evidence.

Pattern 3: Credential Harvesting via Lookalike Domain

The attack: An attacker registers yourcompany-login.com  buildsaconvincinglogin page mirroring your
real site, configures valid SPF and DKIM for the lookalike, and sends phishing email from it. DMARC for
the lookalike domain passes — it authenticates to the lookalike, not your real domain. Recipients may
not notice the slight difference in the address bar.

With domain monitoring: The lookalike is detected during permutation scanning — when it first resolves
(has DNS records pointing somewhere) or when a TLS certificate is issued for it (visible in Certificate
Transparency logs). Evidence is collected automatically: screenshot, DNS records, registrar data. Moni-
toring begins from the moment the domain appears, before any recipients are targeted.

Confidential/ #% — v20260309C | PDF/A-2b (ISO 19005-2) 20/51



\‘@ eSO I 1a Email Security Under Attack: What Hackers Exploit, and How to Stop Them

What a Protected Domain Looks Like

A well-configured domain has all three layers working together, with DMARC at reject :

Email from
yourcompany.com

—

SPF: Sending IP is
authorized
in DNS record

N /

DMARC alignment:
both checked against From

DKIM: Message signed
with your private key

domain
reject
Spoofed emails blocked GOA reports sent to
monitor address
\ 4
A 4
Your brand Monitoring service parses
protected reports
Recipients safe Alerts on anomalies

Protected Domain Overview Diagram
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SPF record: Lists every authorized sending service — your mail provider, CRM, ticketing system, market-
ing platform. Anything not listed is unauthorized.

DKIM: At least 2048-bit RSA keys, rotated periodically. Separate selectors for different sending services
allow independent key management.
DMARC at reject : The destination for a mature, confident configuration. Getting there often requires a

period at none or quarantine first, to confirm all legitimate sending services are properly authenticated
before tightening the policy.

RUA reports: Directed to a monitored address or a parsing service, so the organization has ongoing
visibility into how their domain is being used across the internet.
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Web Protections: The Complementary Layer

Email authentication protects against spoofed email. A complementary layer protects the organization’s
web presence from unauthorized access attempts — the kind of probing that precedes many attacks.

A web application firewall (WAF) inspects incoming HTTP traffic and applies rules to block known attack
patterns: SQL injection attempts, credential stuffing, bot traffic, and vulnerability scanning.

The volumes involved are larger than most organizations expect. Much of this traffic is automated
scanning — bots probing every IP address on the internet looking for vulnerable services. Blocking it is
routine, but the scale illustrates that internet-facing systems are under constant automated pressure.
Unprotected systems absorb that exposure silently, with no visibility into what is being attempted.

A layered approach — email authentication, WAF rules, and domain monitoring — addresses different
parts of the attack surface.
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Staying Current: Configuration Drift Is the Real Risk

A protected domain is not a set-and-forget state. Configurations drift. New sending services get added
without SPF updates. DKIM keys expire. Policies soften during mail migrations and don’t get restored
afterward.

Continuous monitoring covers four areas: DNS record changes (any modification to SPF, DKIM, or DMARC
outside a maintenance window is anomalous by definition), DMARC aggregate report analysis (daily
reports from major receivers show every server claiming to send as your domain), lookalike domain
scanning (permutation-based checks that detect brand-abuse registrations before they target anyone),
and dead man’s switch validation (an external pulse check confirming the monitoring system itself hasn’t
failed silently).
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Email Security Under Attack: What Hackers Exploit, and How to Stop Them

Summary: The Layers at a Glance

Layer

SPF
DKIM
DMARC
DMARC reporting (RUA)
WAF
Domain monitoring

DNSSEC

DANE

What it does

Authorizes specific sending IPs
fora domain

Cryptographic signature proving
message origin and integrity

Aligns SPF/DKIM to the visible
From address; sets policy

Aggregate visibility into how your
domain is being used

Filters malicious web traffic
before it reaches the application

Detects lookalike domains and
configuration drift

Cryptographically signs DNS
records so resolvers can verify
authenticity

Pins a mail server’s TLS certificate
hash in DNS (own infrastructure
only — not applicable to M365 or
Google Workspace)

What it stops

Unauthorized servers sending on
your behalf

Message tampering; unauthorized
signing
Spoofed From addresses;
unaligned third-party abuse

Invisible spoofing campaigns

Credential stuffing, scanning,
injection attacks

Brand impersonation, policy
weakening

Forged SPF, DKIM, DMARC, and
TLSA records served via cache
poisoning or BGP hijack

Certificate substitution during
SMTP delivery

These protections need to be in place before an attack, not after. A reject policy configured the day
after a successful phishing campaign is the right response — but it does not undo what already happened.
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours Monday-Friday, 9:00-18:00 JST
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